IMAMSITKA
HHpopMAaIKs 0 BUAAX U CIIOCO0aX MOIIEHHNYECTB U MHBIX MpeCcTyIJIeHHI,
coBepLIAEeMbIX € HCIO0JIb30BaHHEM HHGPOPMAIIMOHHO-
TeJIeKOMMYHUKAIIMOHHBIX TEXHOJIOT UM

Kax He cTaTh xepTBOM «MOOUILHOT0» MOIIEHHUYECTBA

310yMBIIUIEHHUKH MOTYT 0OpaTUThCs K Bawm:

- MOJ BHUAOM COTPYAHHUKOB TMOJHMIMHM, O HAPYIIEHUH UX OIU3KHUMH
POJICTBEHHHKAaMHU 3aKOHOB, C LEJbIO0 Mepefaur Bamu JI€HEKHBIX CpPEICTB 4epe3
MOCPETHUKOB, JHOO MEpPEeBOJ HMX 4Yepe3 TEPMHUHAIbl OIUIAThl ISl pa3perieHUs
CJIOKMBIIUNCS CUTYaIUH.

He mponomkaiite pa3roBop, HE MO3BOJISTUTE ce0sT yOSIUTb.

Bawm 3BoHuT MomeHHuk! O0paTuTeCh B MOIUIHUIO!

- 0 0sIoKMpOBKE OAHKOBCKOM KapThl MyTeM pacchbUlkd SMS-cooOiieHuii, a
TaKk K€ O MEPEBOJE JICHEXKHBIX CPEACTB 3a MOKYNKY TOBapa Mo OOBSBICHUIO U
NOCIEAYIOWEro MHOOPMUPOBAHUSI O HEOOXOAMMOCTH JaJIbHEMIIEr0 BBEICHUS
psiza KOMaHI.

Bawm 3BonuT Momennuk. He mpenoctapisiiiTe 3710yMBIIIJIEHHUKAM CBEICHUS
o Bameit kapre. OOpaTtutech B 6aHK, o0cimykuBatouii Banry 6aHKOBCKYIO Kapry,
B Oanke Bam nmomoryt pemuts Barry npobiemy.

- 0 coobuieHnu Bam, AK00bI N3 MONUKIMHUKA WU OOJbHULE, 4TO Y Bac nnu
y Bammx poacTBEeHHWKOB OOHApYKWJIM CTpPAIIHBINA JWArHO3 W YTOOBI BBUICYUTH
00J1€3Hb HEOOXOAMMO MEPEBECTU JEHBI'H 32 JIEKAPCTBA.

[IpepBute pasroBop. Bam 3BOHUT MOIIEHHUK. MEIUUIMHCKOE YUpEKICHUE
MPUHUMAET JACHEXKHbBIE CPEAICTBA MOCIIE 3aAKII0YEHUS] COOTBETCTBYIOILETO I0I0BOpa
B MMMCBMEHHOM BHJE, Npu Bamem imyHOM npucytcrBuu. CBsxurech ¢ Bamum
POJICTBEHHUKOM, ITO3BOHUTE B OOJILHUILLY.

He coo0maiite nadopmaiinio mo Baiieir 0aHKOBCKOM KapTe U HE MEPEBOAUTE
JICHEe)KHbIE CPEeICTBA MOIICHHUKAM.

OO6paTuTech B MOJHUIIHIO!

- 0 nonyuennun CMC-cooO1ieHnii ¢ HEM3BECTHBIX HOMEPOB O BBIUTPAHHOM
npu3e, ¢ MPOChKOOU MOJOKUTh AECHBI'M HA TenedOH, WM BEPHYTh JIEHbIU, TaK KaK
OHU OBLIM MEepEeBEACHbBI OLIMO0YHO.

Oto oOman! He oTBeuaiiTe Ha cooOIIeHNE, HE TPUCHUIATEe MH(DOPMALUIO 110
KapTe U HE MEePEeBOJIUTE ACHEKHBIX CPEJICTB.

1.

Hukomy Henb3s cooOuiaTh peKBU3HUTHI CBOEH OAHKOBCKOM KapThl, B TOM
4uClle COTPYIHUKY OaHka, 00 3TOM Bceraa MHGOPMUPYIOT OAHK MPHU MOTYyYEHUU
napoJisi K KapTe, B MOCIEACTBUM HEOOXOAUMO JIMYHO OOpAaTUThCS B OJmxkaiiiee
oTnereHue OaHKa, C IEJIbI0 BBISCHEHHS BO3HUKIIMX MpoOJeM ¢ OaHKOBCKOM
KapToM.

2.

PaznuuHble KOMMEHCAMKM BHITJIAYUBAIOTCS TPAXKJAaHAM TOJIBKO TIPH UX
JUYHOM MUCHbMEHHOM OOpAaIeHNH, HUKaKNX MPOIIEHTOB 32 BBIIUIATY KOMIIEHCAIIUN
MJIATUTH HE HAJIO.



DTO MOILIEHHHUK!

3.

Hacrosiuit Bpau HuKora He OyJeT 3BOHUTh BaM 10 TeJIedOoHY U COOOIIaTh
O CTpaIIHOM JUArHo3€ WK MPOCUTh MEPEBECTU JIEHBIH 32 JICKApPCTBA.

4,

B cnyuae nomydenust CbC- cooOiieHnii ¢ HeU3BECTHBIX HOMEPOB, TOMHUTE
3TO0 MouleHHUKH! YUenoBek HE MOXKET BBIUTPATh MPHU3 HE YYACTBYS B JIOTEpEsX,
pPOACTBEHHUKHU HE OyayT BbichlIaTh CMC-co001IEHNS ¢ HEU3BECTHBIX HOMEPOB.

DTO MOIIEHHUKH!

Kak He cTaTh :KepTBOM MOIIEHHUYECTBA, UCTOJIB3Ysl ceTh IHTEpHET.

3II0yMBIIUICHHUK, C 1€JAbI0 XMUIIEHUS BalllMX JCHEXKHBIX CPEICTB,
pasmeniaeT B ceTu MHTepHET OOBSABICHHE O MPOJaXe KakKoro-iubo oO0BEKTa
(tenmedoH, MammMHA, KBapTUpa) IO 3aHMKECHHOM I1I€HE UM OCTaBIsET CBOH
KOHTakTHbIe AaHHbIe. [locie Toro, kak Bbl coOupaerech mpuoOpecTH TOBap,
CBSI3BIBACTECh C MOIIEHHUKOM, OH COOOIIAE€T, YTO MJisi TOKYIKH HEOOXOIUMO
BHECTHU MpEAOIIaTy (Ha pacueTHbIN CUET, CUET, SH/ICKC-1eHbIU, BEOMaHU U T.J1.).

Haubonee wacto BCTpedalOMMMHCS IUIOMIAAKAMH JUISl  pa3MEICHUS
MOMOOHBIX OOBSBICHUM SBJISIOTCS CAMTBl COIUANIBHBIX ceTel «B  KOHTakTey,
«OnHoKIaccHUKMY, «Instagramy, Tak)k€ TaKUMHU CaWTaMH MOTYT BBICTYNaTh
pecypcul OecrIaTHBIX OOBSIBJICHUN «ABUTOY, «FOs» 51
«auto.ruy. 3710yMBIIUICHHUK OOBSICHSIET BHECEHHUE MPEAOIIAThl TEM, YTO KUBET B
JIPYrOM DPETHOHE W OTPABUTH TOBApP Cpa3y IOCIE TOro, KaK yJIOCTOBEPHUTHCS B
yIiate 3a TOBap. J3JIOYMBIIUIEHHMK MOJKET BBICIATh KOMNMIO IAacHOpTa
(moaenbHYIO).

Takxe, pacripoCTpaHEHHBIM CIIOCOOOM MOIIIEHHHUYECTBa B ceTH MHTepHer,
ABJISIETCA ~ CO3JaHUE CalTOB MHTEPHET-MAra3uHOB. 3JOYMBIIUIEHHUK  TIO
ANIEKTPOHHOM MMOYTE BBICHUIAET JOTOBOP, KOTOPBIM 3aMOJHAETE 3aKa34MK, MOCIE
Yero MpoCUT BHECTHU MPENOIIIATy 3a ToBap. Berpeuaercs co3gaHue cailToB-KIOHOB
Ha KOTOPBIX HCKaXEHbl PEKBU3UTHI MOyyaTens. Paznumuue MOXKeT 3aKiIryarcs
TOJIbKO B JTOMEHHOM HMMEHHU (HampuMep: OpUTHHAIBHBIA callT «tech-point.ru» u
JTBOMHHK «tex-point.ruy).

NuTepHeT-Marasunbsl ¢ Xopoliei pemnyranueid padoTaroT 0e3 MmpeaoriaThl,
TOBAp HA JOM MPHUBO3UT KYypbEP, TOJBKO IOCIE OCMOTPAa U NPOBEPKU TOBApA
MpoJIaBell IJIaTUTh JEHbIU;

npexae yeM 3akazaTh ToBap B MHTEepHeTe, MoyuTaiTe OT3bIBBI Ha Pa3HBIX
caiiTax 0 JaHHOM MHTepHeT-MarasuHe Wik BUPTyaIbHOM MPOJAABIIE, KaK MIPaBUIIO,
BBl Cpazy OOHAPYKUTE OTPHUIIATEIIbHBIC OT3bIBBI TUOO UX OTCYTCTBHE O BHIOPAHHOM
Bamu WHuTepHe-marasune (cieAyer craenaTh BBIBOJ O KOPOTKOM IEPUOJE €ro
CYILIECTBOBAHMS);

BHUMATEIIbHO YMTaiiTe Ha3BaHUs MHTepHET-Mara3mHa, nmpoOyiTe 3aiTH Ha
€ro CalT C IPyTruX CalTOB, TeM caMbIM BbI cpa3dy 0OHapyKUTE CANTHI-KIIOHBI,

n30eraiTe MOKYIKU TOBapa Mo MpeI0TuIaTe;

€CM II€Ha TOBapa TOpa3/i0 HIKE II€Hbl KaK B OOBIYHBIX PO3HUYHBIX
Mara3uHax, Tak W B Jpyrux HWHTepHET-mara3mHax, JUOOp Ha PHIHKE B IEJIOM



(HampuMep, TpU TOPOJAXKE AaABTOMALIMHBI IO 3aHWKEHHONW  CTOMMOCTH),
3ayManTeCh!;

3anpoc MOKymnaTeseM, sIKoObI JIJIsl IePEUUCICHUs MPEOIIIAThI, JINOO OIIATHI
3a TOBap HMHQOpPMALlMM HE TOJHKO O MIECTHAALATU3HAYHOM HOMEpE KapThbl
(TpebyeTcst UCKITIOUUTENLHO TOJIBKO OH), CPOK €€ JEHCTBUSA, JaHHBIX BJAJIEbla U
TPEX3HAYHOM KOJ€ MPOBEPKM TMOJJIMHHOCTA KAapThl, PACIOJOKEHHOM Ha
00OpOTHOI CTOPOHE Ha MOJIOCE I MOJMUCH JIepKaTels KapThl TAKKE SBISACTCS
OJIHOW M3 CXEM JEeUCTBUS MOIIEHHUKOB. He cooOiaiiTe mpu MOKYINKE TOBapa
cBeneHui o Barmieit 6aHKOBCKO#M KapTe.

Kak He cTaTh jkepTBOI MOIIEHHUYECTBA ¢ OAHKOBCKUMHU KapTamu!

[Tpu ucnonb3oBanuu ycayru «MoOOUITBHBINA OaHK:

B cnydae mnotpen MoOMIBHOTO TenedoHA C MOJKIIOYEHHOM yCIyrou
«MOOWJIBHBIM ~ OaHK»  WIM  MOOWIBHBIM  mpujiokeHuem  «COepOaHk
Omnuaiin» cieayeT Cpo4YHO OOpaTHTBhCS K ONEpaTropy COTOBOM CBSI3U LIS
onoxupoBku SIM-kapTel u B KoHTakTHBIN 11eHTp banka miis OJIOKUPOBKHU YCIyTH
«MoOwunbHbIN 6aHk» u/nnn «CoepOank OHIalHY.

[Ipu cmene Homepa TenedoHa, HA KOTOPBIM MOJKIIOYEHA YCIIyTa
«MoOWIbHBINA 0aHK», HEOOXOIUMO OOpaTUThCs B JII0OOW (uauan (BHyTpeHHeEe
CTPYKTYPHOE TO/Ipa3ieJIeHue), C IEeIbI0 OTKIIOUEHHS YCIYTH «MOOWIbHBIA OaHK
OT CTapOro HOMEPA U MOAKIIFOUEHHUS HAa HOBBIN.

He cnenyer octaBnsTeh cBoil TenedoH 0O€3 MPUCMOTPA, YTO HCKIIOYHTH
HECaHKI[MOHUPOBAHHOE HCIOJIb30BaHNE MOOMIBHBIX 0aHKOBCKHX YCIYT JAPYTUMHU
JUIAMH.

He noaxmrouaiite x ycimyre «MoOuIbHBIN OaHK» aOOHEHTCKHE HOMeEpa,
KoTOopeie BaM He mpuHamjexar, mo mpochOe TpeThuX JIHI, AaKe ecliu K Bam
oOpaTWINCh OT UMEHU COTPYIHUKOB baHka.

[Tpu nonb3oBaHNM OAHKOBCKUMHU KapTaMH:

C nenpro n30exaTh HECAHKIIMOHWPOBAHHBIX JCHCTBUN C WCIIOJIH30BAHUEM
KapThl, HEOOXOUMO TpeOOBaTh MPOBEACHUS OTMepaluii ¢ He TOoJabko B Barem
MPUCYTCTBUH, HUKOT/IA HE TO3BOJISATH YHOCHUTHb TPETbUM JIHMIIAM KapTy W3 MO
Barmero 3penus.

B cnydae oOpaiienus kakoro-iu0o Jdiia JUYHO, TO TenaedoHy, B CETU
«HTEepHET», Yepe3 COLUANbHBIC CETH WU JPYTUM CIOCOOOM, KOTOpOE IO
pa3IMYHBIMM  TIPEJIOTaMU  TMBITACTCS y3HATh TOJHBIE JaHHBIE O Barieit
O0aHKOBCKOM KapTe: MIECTHAAIaTU3HAYHOM HOMEpe, CpPOKe IeWCTBUS, JTaHHBIX
BJIJICIbIIa, TPEX3HAYHOM KOJI€ MPOBEPKHU IMOJJIMHHOCTH KapThl M T.A. (TapoJisax
WU JPYyrol TmepcoHadbHON uHGOpMaLUK), OyAbTE OCTOPOXHBI — 3TO SIBHBIC
NpU3HAKKM  TPOTUBOMNpPABHOW  jAesTenbHOCTU. [Ipu JOOBIX  COMHEHHSX
PEKOMEHyeTCsl TPEKPaTUTh OOIIeHne W OoOpaTUThCA B OaHK MO TenedoHy,
yKa3aHHOMY Ha 00paTHOM CTOpOHE 0AHKOBCKOM KapTHhl.

He cnenyeT npuciymmBaThCs K COBETaM TPEThUX JIUII, & TAKXKE OTKA3aThCs
OT WX TOMOINM TpH TPOBEACHUH omepamuii. B ciaydae HE0oO0XoauMoCTH,



oOpamarbcsi K COTpyaHUKaM (uimana OaHKa WM TMO3BOHHUTH MO TeledoHaMm,
yKa3aHHBIM Ha YCTPOMCTBE UM OOpaTHOM CTOPOHE KapTe.

Bo u30exxaHue WCIONb30BaHUS KAapThl JPYTUM JIMIIOM, CIEAYeT XPaHUTh
[TNH-kxox otaenbHO OT KapThl, He nmucaTh [IMH-ko Ha kapTe, He coobmars [TMH-
KOJI IPYTUM JU1aM (B TOM YHUCIIE POJACTBEHHUKAM)

He epexoanTe 1o CCBUIKaM u HE yCTaHaBJIMBaNUTE
MPUIIOKEHUS/OOHOBIICHNUS, MPUIIEAIINE o SMS/MMS/3nekTpoHHOM
noute/meccenmkepam (Baitbep, BauAn u np.), B ToM uucie or uMmeHu banka.
[TomHuTE, 4TO OaHK HE pacChUIaeT CBOMM KIMEHTAM CCBHUIKH WIW yKa3aHUS
MOT00HBIM 00Pa30M.

HE BEPBTE IIOJOBHbLIM COOBILUEHNMAM, HE IEPEXOIUTE 11O
CCBIUVIKAM, HE OTBEYHAUTE HA COOBIIEHNWA.

Coo0111eHus, KOTOPbIE TPUCHLIAIOT MOIIIEHHUKH !

Ecnu Bbl moTepsnM  KapTy WIM MOJ03pEBaeTe, 4YTO OHA YKpaJecHa,
HE3aMeJIUTEIBHO MPOU3BEIUTE €€ OJIOKUPOBKY.

3abnokupoBaTh OAHKOBCKYIO KApTy MOKHO pPa3HBIMH CIIOCOOAMMU:

[To Tenedony ropsueit TMHUU

VYHuBepcanpHblil cioco6. Homep A 3KCTpeHHOW CBSI3M BCEr/a yKa3aH Ha
opumanbHOM caiite OaHka. Jlydile 3apaHee COXpaHUTh HOMEp TOpsSYeil JIMHHUH
OaHka B MOOUJILHOM Tesie(poHE, YTOOBI HE PAa3bICKUBATh €T0 B IKCTPEHHOM CIIyvae.
Omnepatop ci1y>kObl MOJJEPKKH MOMPOCUT HA3BaTh MACHOPTHHIE TAHHbBIE, KOJOBOE
cioBo win CMC-kon, xotopeiii mpumnuier Bam nHa Tenedon. Ilocne storo o
3a0JIOKHPYET KapTy.

Yepes MOOMITbHOE MPUIIOKEHUE.

Campiii  ObICTpBI crioco0, eciun y Bac ects goctynm k UWHTpenerty,
IPUJIO’)KEHUE YK€ YCTAaHOBJIIEHO Ha Bamiem TenedoHe M B HEM €CThb ONIUS 10
OJIOKUPOBKE KapTe.

B untepuer-6anke.

Yao6Ho, ecnu y Bac mnonakitoueH HWHTEpHET-OAHKUHT M PSIOM  €CThb
KOMIIBIOTEp, IUIAHIIET WM CMapTGoOH C JOCTYIOM B HHTEpHET. B nuuHOM
KaOuHeTe Ha caifTe 0aHka OOBIYHO ecTh omius «3al0JoKupoBaTh KapTy». CBoe
peueHre Hajao OyaeT moATBepAuTh kKojgoM u3z CMC, koTopoe OGaHK BBINUIET HA
Balll HOMeEp.

ITo CMC.

Hekoropsle Oanku wucnonb3yoT cucremy CMC-komann. Ha kopoTkwuii
HOMep OaHKa HaJ0 OTHPaBUTh KOAOBOE ciioBo (Hampumep, «biokupoBka»). B
oTBeT BbI mosyunTe KOj, KOTOPBIM HaJ0 CHOBAa OTIPaBUTh HAa HOMEp OaHKa, 4TO
NoJITBEepAUTh AeiicTBue. Ho nydie 3apanee yTOUHUTH, Npeanaraet ju Bam 6aHk
TaKyl0 YCIYTy U KaKHe KOJIOBBIE CJIOBA HYKHO MCIIOJIb30BaTh.

B otnenenun Ganka.



Eciu Bwl Haxomutech pagoMm ¢ oducom OaHka WM MOTEPAIU TenedoH
BMECTE C KapTOM, MUIIUTE 3asBJIeHHE O OJOKMPOBKE KapThl B oTaeneHuu. Ho mmns
ATOTO MOHATO00UTCS MACIOPT.

Cpazy nocne OJOKMPOBKH KapThl Bbl MOKETE€ OCTaBUTh 3asBKY Ha BBIITYCK
HOBOM. Ecnm Oyznere neiicTBoBaTh ObICTpO, y Bac ecTh OoJbIIoN IIaHC BEPHYTh
MOXMUIIEHHOE. Bbl MoOXkeTe OmnpoTecToBaTh ONEpPAlUI0 [0 KapTe, KOTOPYIO
coBepIIWIM MOLIeHHUKH. HO caenaTe 3TO HYKHO HE IMO3/IHEE CIICIYIOLIETO JHS
MOCJIE TOTO, KaK MOJyYyuTe OT O0aHKa yBemoMJieHHE 00 omepanuu. YToObl HE JaTh
HiaHca MOILEHHHKaM YKpacTb Balm JeHbI'M, BHUMATEIbHO OTCIIEKHBANTE BCE
omnepauuy no KaptaM. baHk 00s3aH yBegomisiTh Bac 000 Bcex muiarexax — B
Bamem noroBope npomnucato, KaKuM CIIOCOOOM OH JTOJIKEH 3TO JeNaTh.

JIyuame Bcero noakimounts CMC-onoBenieHus.

Otcnenuth omepauuy no kapre Bbl MoxeTe MoOxeTe 4yepe3 MOOMIbHOE
IOPUJIO’KEHUE WM OHJaiH-OaHK. Bcerna MOXKHO MOJIy4UTh BBIMMCKY MO CYETY B
oTaesneHny OaHka M umHorAa vepe3 Oankomar. Ecnu y Bac ykpanu xapty, umeer
CMBICJI IEPENPOBEPUTH BCE MTOCIIEIHNAE TIIIATEXKH.



